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Security with Proxara

Proxara runs inside your own Azure tenant, or on your own servers. The borrower’s documents, the model that

reads them and every result stay there, under your sign-in and your keys. Proxara holds no account, credential or
role in it.

¢ Where it runs: Your IT runs one installer under its own permissions. It creates a private network, a dedicated

GPU and encrypted storage in your own subscription, and every resource belongs to you. Nothing is shared with
another lender.

* How files are protected: Files are encrypted at rest with AES-256 under keys in your own Key Vault, and in
transit with TLS. People sign in with their Microsoft accounts under your MFA rules, and every view, export and
deletion is logged by name.

* How long files are kept: Documents, page images and the facts read from them stay while the loan is worked,
and an open loan is never deleted on a timer. They go when the loan officer closes the loan, or after 90 days
untouched, a number your shop can change. Every deletion is logged.

Architecture

One private deployment in your tenant. A model reads each page on

your own GPU, with no route to the internet, and code does the rest. The ﬁ Proxara
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For more detail, see the Trust Center at proxara.ai/trust-center and the security page at proxara.ai/security, or write to ﬁ
security@proxara.ai.


https://proxara.ai/trust-center
https://proxara.ai/security
mailto:security@proxara.ai

| Questions from IT

What an IT or security lead asks first. The Trust Center has the rest.

Where do borrower files go?

Nowhere outside your environment. Proxara runs in your own Azure tenant,
or on your own servers for an additional fee. The documents, the model and
every result stay there.

Is our environment shared with anyone?

No. Each lender’s install is its own: its own network, GPU, storage and keys,
in its own subscription. Proxara holds no credential or role in it.

How is the data protected?

AES-256 at rest under keys in your own Key Vault, and TLS in transit. People
sign in with their Microsoft accounts under your MFA rules, and every view
and export is logged by name.

How long is anything kept?

As long as the loan is worked: an open loan is never deleted on a timer. Its
files go when the loan officer closes it, or after 90 days untouched, and your
shop can set its own number. Every deletion is logged, and the result PDFs
stay in your systems under your retention.

Can the model get a number wrong?

The model only reads. Every fact it takes points at the words it came from on
the page. Code works out every number from the published rules, and
nothing is approved until DU or LP says so.

What if Proxara goes down?

Nothing stops. It runs in your tenant and needs nothing from Proxara to keep
working. New releases simply wait until you take them.
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Your private network

Your Azure tenant
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